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S6:2377 /UBND-VHTT Gia Lam, ngay 29 thang 7 nam 2024
V/Iv canh b&o rui ro an toan thong tin
lién quan dén phan mém cua hing
CrowdStrike

Kinh gtri:
- Cac phong, ban, dO’n, vi, truong hoc thudc Huyén;
- UBND cac x4, thi tran.

Can cir Cong van sb 2100/STTTT-ATTTT&GDDT ngay 23/7/2024 cua
S¢ Thong tin va Truyen thong Ha Noi vé viéc canh bao rui ro an toan thong tin
lién quan dén phan meém cua hang CrowdStrike. Nham dam bao an toan thong
tin cho cac h¢ thong, UBND huyén yéu cau cic co quan, don vi, truong hoc,
UBND céc x4, thi tran thudc Huyén thuc hién mot s6 nodi dung sau:

1. Kiém tra, ra soat hé théng thong tin dang sir dung c6 kha ning bj anh
huong boi rui ro an toan thong tin trén. Chu dong theo doi cac thong tin lién
quan nham thyc hién khac phuc rui ro trong truong hop bi anh hudng (tham
khao phu luc gui kem).

2. Chu dong, tang cuong giam sat va san sang phuong an xu ly khi phat
hién c6 dau hi€u bi khai thac, tdn cong mang; déngqthc‘yi thuong ‘xuyén theo doi
kénh canh bdo cta cac co quan chirc nang va cac to chirc 1on ve an toan thong
tin d€ phat hi¢n kip thoi cac nguy co tan cong mang.

3. Trong qua trinh td chire thue hién, néu c6 kho khan vuong méc dé nghi
cac don vi lién hé:

Phong An toan thong tin va Giao dich dién tir (dién thoai: 024.35123035,
thu dién tu: patttgddt_sotttt@hanoi.gov.vn).

Doi timg ctru su ¢ an toan thong tin mang Thanh phd Ha Noi (dién thoai
truc 24/24: 024.35124010, thu dién tu: ttdl_sotttt@hanoi.gov.vn).

UBND Huyén yéu cau cac don vi trién khai thuc hién./.«
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Noi nhan:

- Nhu trén;

- B/c Truong Van Hoc-PCT UBND huyén;
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Ping Thi Huyén
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1. Thong tin chi tiét vé rii ro an toan théng tin lién quan dén san pham
cua CrowdStrike

Cuc An toan thong tin da phat hién rai ro an toan thong tin lién quan dén
san phém ctia CrowdStrike. Cu thé, cac may tinh chay hé diéu hanh Windows 10
va cai dat phan mém Falcon Sensor ctia hang CrowdStrike déu gip 16i man hinh
xanh (Blue Screen Of Death - BSOD) va khong thé khoi dong lai dé hoat dong
binh thuong. Diéu ndy gy anh hudng toi hé thong thong tin va hoat dong ciia ca
nhan, co quan, to chirc. Nha phat trién CrowdStrike di dua ra théng bao xac
nhan rui ro va thyc hién khoi phuc phén mém Falcon Sensor dé tranh gay thém
anh huong t6i thiét bi ctia ngudi dung.

Hwéng din khic phuc d6i voi cac thiét bi da bi anh huéng:

Buée 1: Khoi dong lai may tinh va vao ché do Safe Mode hodc Windows
Recovery Environment.

Buoce 2: Truy cap thu muc “C:\Windows\System32\drivers\CrowdStrike”

Buoc 3: Xb6a bd céac tap tin co6 dinh dang “C-00000291*.sys” (tap tin co
dinh dang .sys va tén bat dau bang chudi C-00000291)

Buoc 4: Khéi dong lai may tinh va st dung nhu binh thuong.
2. Tai liéu tham khao

https://supportportal.crowdstrike.com/s/article/Tech-Alert-Windows-
crashes-related-to-Falcon-Sensor-2024-07-19
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